United States Patent

US009459991B2

(12) (10) Patent No.: US 9,459,991 B2
Vennam et al. 45) Date of Patent: Oct. 4, 2016
(54) HEAP DUMP OBJECT IDENTIFICATION IN 7,100,003 B2* 82006 Betancourt et al. .......... 711/159
A HEAP DUMP ANALYSIS TOOL 7,313,661 BL* 12/2007 Dmitriev ............. o TL159
7,434,206 B2* 10/2008 Seidman et al. .o 7177124
3k
(19 nvenors: Ramratan Vennam, Dutam, NC (Us), 200ISE A1 odme hang L7
Patrick W. Wolf, Durham, NC (US) 2011/0029822 AL*  2/2011 MOSEr ...oovrveve 714/45
(73) Assignee: International Business Machines
Corporation, Armonk, NY (US) OTHER PUBLICATIONS
(*) Notice: Subject to any disclaimer, the term of this Sartor, Je_nnifer B; I_{ir_zel’ Martin; McKinley, Kath.ryn”S.; “No ,Bit
patent is extended or adjusted under 35 Left Be}.und: The Limits of H.eap Data Cor.npresswn; ISMM’08
U.S.C. 154(b) by 1646 days. Proceedings of the 7th International Symposium on Memory Man-
agement; Jun. 2008; pp. 111-120.*
(21) Appl. No.: 12/651,076
* cited by examiner
(22) Filed: Dec. 31, 2009
Primary Examiner — Joseph Kudirka
(65) Prior Publication Data (74) Attorney, Agent, or Firm — Steven M. Greenberg,
US 2011/0161956 A1 Jun. 30, 2011 Esq.; CRGO Law
(51) Int. CL 57 ABSTRACT
GO6F 11/00 (2006.01) Embodiments of the present invention provide a method,
GOGF 11/36 (2006.01) system and computer program product for heap dump object
GO6r 11/07 (2006.01) identification in a heap dump analysis tool. In an embodi-
(52) US. CL ment of the invention, a method for heap dump object
CPC ... GO6F 11/3664 (2013.01); GOGF 11/366 identification in a heap dump analysis tool can be provided.
(2013.01); GO6F 11/0778 (2013.01) The method can include instrumenting an object with a
(58) Field of Classification Search uniquely identifiable marker, instantiating the instrumented
CPC ....cccue. GO6F 11/0778; GO6F 11/366; GOGF object in a virtual machine executing in memory by a
11/3664 processor of a host computer and triggering a heap dump in
USPC ... 714/35, 38.11; 717/124-127, 130, 131; the virtual machine. The method also can include parsing a
718/1; 707/999.206 heap dump file resulting from the triggered heap dump to
See application file for complete search history. locate a reference to the uniquely identifiable marker.
. Finally, the method can include displaying an association
(56) References Cited between the object and the heap dump file in a heap dump

U.S. PATENT DOCUMENTS

analysis tool executing in the memory by the processor of
the host computer.

13 Claims, 1 Drawing Sheet

390

6,725,345 B2* 4/2004 Baba et al. .................. 711/154
7,036,045 B2* 4/2006 Broussard et al. ............ 714/37
310
Get Object

Display
Association

320 l

T 380

Select Marker
(Array, Object)

Get Object
(Marker)

330 l

T 370

Insert Mark
(Object)

Detect Marker

340 l

T 360

Instantiate
Object

Parse (Heap
Dump File)

N/

Get Heap Dump
File (Object)




U.S. Patent Oct. 4, 2016 US 9,459,991 B2

Object 1-->Marker 1 }
Object 2-->Marker 2 }

Object N—>Marker N }
160
Marker (Field)
140 150
Object
130
bject Cod
Object Code Heap Dump
120
Analysis Tool
110 Virtual Machine
310 390
. Display
Get Object Association
l A
320 380
Select Marker Get Object
(Array, Object) (Marker)
80B T
270 330 370
210 y Insert Mark
! . Detect Marker
—_— (Object)
—————\ Marker
i Table
220 o/s
| 250 340 360
Heap Dump [~ Instantiate Parse (Heap
(Marker) = VM 1 Analysis Tool Object Dump File)
230 #
290
240 | Heap Dump 350
Heap Dump (Marker) Get Heap Dump

File (Object)

FIG. 2 FIG. 3



US 9,459,991 B2

1
HEAP DUMP OBJECT IDENTIFICATION IN
A HEAP DUMP ANALYSIS TOOL

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to code debugging and more
particularly to heap dump analysis during debugging of an
application.

2. Description of the Related Art

The art of software development extends far beyond a
mere coding of a functional specification for a computer
program. Modern software development conforms to a life-
cycle which begins with the functional specification leading
into the formulation of a suitable architecture for an appli-
cation implementing the functional specification. The life-
cycle continues with the physical coding of the application
and includes iterative testing and debugging cycles to ensure
the integrity of the code. Finally, the execution of the
debugged code can be analyzed to facilitate the further
revision of the code to improve the performance of the code.

Core dumping has always been integral to debugging a
failed computing application. In computing, a core dump
generally includes the recorded state of the working memory
of a failed computer program at a specific time, generally
when the program terminated abnormally. In practice, other
important elements of program state are dumped at the same
time into the same file, including the processor registers,
which may include the program counter and stack pointer,
memory management information, and other processor and
operating system flags and information. On many operating
systems, a fatal error occurring during program execution
automatically triggers a core dump.

The heap dump, as a species of the core dump, remains an
integral part of the debugging process—particularly with
respect to the Java™ virtual machine. A heap dump, as it is
well known in the art, pertains to the automated listing of the
content of the dynamic memory responsive to an out of
memory condition resulting in an application crash. In the
Java programming environment, for example, a head dump
arises responsive to a pre-set preference in the Java virtual
machine (JVM) and the occurrence of a OutOfMember
exception. Alternatively, a heap dump can be manually
provoked using the “jmap” tool. In either circumstance, the
resultant file can be unintelligible without the assistance of
a heap dump analysis tool.

The “Heap Analysis Tool” (HAT) distributed with the
Java standard edition is a software tool providing a user
interface through which a heap dump file can be browsed.
The most recent form of HAT even permits the execution of
queries against a loaded heap dump file. HAT largely pro-
vides assistance in debugging memory leaks (also known as
object retention issues). Even still, because the Java envi-
ronment does not expose physical memory addresses in a
heap dump, correlating structures in a heap dump to program
code creating or manipulating those structures can be com-
plicated. By way of example, objects created thread local are
fields in a class, however, thread local objects do not
necessarily appear as fields in a class in a heap dump. Thus,
for the debugger, determining the class that initialized a
thread local object from a heap dump can be difficult and
oftentimes not possible.

BRIEF SUMMARY OF THE INVENTION

Embodiments of the present invention address deficien-
cies of the art in respect to heap dump analysis and provide
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2

a novel and non-obvious method, system and computer
program product for heap dump object identification in a
heap dump analysis tool. In an embodiment of the invention,
a method for heap dump object identification in a heap dump
analysis tool can be provided. The method can include
instrumenting an object with a uniquely identifiable marker,
instantiating the instrumented object in a virtual machine
executing in memory by a processor of a host computer and
triggering a heap dump in the virtual machine. The method
also can include parsing a heap dump file resulting from the
triggered heap dump to locate a reference to the uniquely
identifiable marker. Finally, the method can include display-
ing an association between the object and the heap dump file
in a heap dump analysis tool executing in the memory by the
processor of the host computer.

In one aspect of the embodiment, the marker is an array
of pre-determined and unique length. In another aspect of
the embodiment, the marker is a generic object field in the
object of a unique name. In yet another aspect of the
embodiment, triggering a heap dump in the virtual machine,
includes automatically triggering a heap dump in the virtual
machine responsive to an out of memory condition in the
virtual machine. In contrast, in even yet another aspect of the
embodiment, triggering a heap dump in the virtual machine,
includes manually invoking the heap dump from a command
line directive in the virtual machine.

In another embodiment of the invention, a heap dump
analysis data processing system can include a host computer
with at least one processor and memory, a virtual machine
executing in the memory of the host computer and heap
dump logic included as part of the virtual machine. The
system also can include a heap dump analysis tool executing
in the virtual machine. The heap dump analysis tool includes
program code enabled to instrument an object with a
uniquely identifiable marker, to parse a heap dump file
resulting from a triggered heap dump in the virtual machine
in order to locate a reference to the uniquely identifiable
marker, and to display an association between the object and
the heap dump file. As before, in one aspect of the embodi-
ment, the marker is an array of pre-determined and unique
length, while in another aspect of the embodiment, the
marker is a generic object field in the object of a unique
name.

Additional aspects of the invention will be set forth in part
in the description which follows, and in part will be obvious
from the description, or may be learned by practice of the
invention. The aspects of the invention will be realized and
attained by means of the elements and combinations par-
ticularly pointed out in the appended claims. It is to be
understood that both the foregoing general description and
the following detailed description are exemplary and
explanatory only and are not restrictive of the invention, as
claimed.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

The accompanying drawings, which are incorporated in
and constitute part of this specification, illustrate embodi-
ments of the invention and together with the description,
serve to explain the principles of the invention. The embodi-
ments illustrated herein are presently preferred, it being
understood, however, that the invention is not limited to the
precise arrangements and instrumentalities shown, wherein:

FIG. 1is a pictorial illustration of a process for heap dump
object identification in a heap dump analysis tool;
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FIG. 2 is a schematic illustration of a heap dump analysis
data processing system configured for heap dump object
identification; and,

FIG. 3 is a flow chart illustrating a process for heap dump
object identification in a heap dump analysis tool.

DETAILED DESCRIPTION OF THE
INVENTION

Embodiments of the invention provide for heap dump
object identification in a heap dump analysis tool. In accor-
dance with an embodiment of the invention, a marker can be
inserted into an object. The marker can include an array field
of pre-determined size. Alternatively, the marker can be a
generic object field. Thereafter, the object can be instantiated
in debug mode and a heap dump can be triggered, either
automatically as a result of an out of memory exception, or
manually through a virtual machine directive. Upon trigger-
ing of the heap dump, the marker can be written to the heap
dump file in association with the object. In this way, the
object in the heap dump can be recognized by reference to
the marker known to be associated with the object a priori.

In further illustration, FIG. 1 is a pictorial illustration of
a process for heap dump object identification in a heap dump
analysis tool. As shown in FIG. 1, an object 120 encapsu-
lating object code 130 in a virtual machine 110 can be
instrumented with a marker 140. The marker 140, by way of
example, can be an array of pre-determined and unique size,
or a generic object field with a pre-determined and unique
name. An association 160 can be maintained between the
maker 140 and the object 120. Thereafter, when a heap dump
150 generates a heap dump file 170 for the object 120, a heap
dump analysis tool 190 can inspect the heap dump file 170
to locate a reference to the marker 180. Thereafter, the
reference to the marker 180 can be compared to the asso-
ciation 160 in order to identify the object 120 in the heap
dump file 170.

The process described in connection with FIG. 1 can be
implemented in a heap dump data processing system. In yet
further illustration, FIG. 2 schematically depicts a heap
dump analysis data processing system configured for heap
dump object identification. The system can include a host
computer 210 with at least one processor and memory. The
host computer 210 can support the execution of an operating
system 220 that in turn can host the operation of a virtual
machine 230 such as a JVM. The virtual machine 230 can
include a heap dump 240 configured to automatically trigger
the generation of a heap dump file 290 in response to an out
of memory condition, or the heap dump 240 can be config-
ured to manually generate the heap dump file 290 responsive
to a command line directive in the virtual machine 230.

Of note, a heap dump analysis tool 250 can be coupled to
the virtual machine 230. The heap dump analysis tool 250
can include program code enabled upon execution in the
virtual machine 230 to instrument an object 260 with a
marker 280A, 280B associated with the object 260 in a
marker table 270. In this regard, the marker 280A, 280B can
be a generic object field 280A with a unique name disposed
in the object 260. Alternatively, the marker 280B can be an
array defined for a field of the object 260 to be of a
pre-determined, arbitrary and unique size. In either circum-
stance, the program code of the heap dump analysis tool 250
can be further enabled to parse a heap dump filed 290
produced by the heap dump 240 in order to detect the
presence of a reference to the marker 280A, 280B. Upon
detecting the presence of the reference to the marker 280A,
280B, the heap dump analysis tool can compare the refer-
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ence to the marker 280A, 2808 to entries in the marker table
270 in order to identify the object 260 associated with the
marker 280A, 280B.

In even yet further illustration of the operation of the heap
dump analysis tool 250, FIG. 3 is a flow chart illustrating a
process for heap dump object identification in a heap dump
analysis tool. Beginning in block 310, an object can be
selected for instrumentation and in block 320, a particular
type of marker can be chosen such as an array of arbitrary
and unique value, or a generic object field. In block 330 a
marker for the chosen marker type can be inserted into the
object and in block 340 the object can be instantiated. In
block 350, a heap dump can be triggered for the object and
in block 360, the resulting heap dump file can be parsed.

In block 370, a reference to the marker can be detected in
the heap dump file. Thereafter, in block 380 the associated
object can be identified, for example in the case of the
marker as a generic object, the name of the generic object in
the heap dump file can be used to locate the associated
object. Likewise, in the case of the marker as an array of
pre-determined but arbitrary size, an array of the pre-
determined by arbitrary size in the heap dump file can be
used to locate the associated object. In either case, in block
390 the associated object can be displayed in connection
with the heap dump. In this way, the content of the heap
dump file including its objects and resources can be directly
correlated with a creator or owner of those objects and
resources despite the limitations of the virtual machine in
providing specific addressing information in a heap dump
file.

As will be appreciated by one skilled in the art, aspects of
the present invention may be embodied as a system, method
or computer program product. Accordingly, aspects of the
present invention may take the form of an entirely hardware
embodiment, an entirely software embodiment (including
firmware, resident software, micro-code, etc.) or an embodi-
ment combining software and hardware aspects that may all
generally be referred to herein as a “circuit,” “module” or
“system.” Furthermore, aspects of the present invention may
take the form of a computer program product embodied in
one or more computer readable medium(s) having computer
readable program code embodied thereon.

Any combination of one or more computer readable
medium(s) may be utilized. The computer readable medium
may be a computer readable signal medium or a computer
readable storage medium. A computer readable storage
medium may be, for example, but not limited to, an elec-
tronic, magnetic, optical, electromagnetic, infrared, or semi-
conductor system, apparatus, or device, or any suitable
combination of the foregoing. More specific examples (a
non-exhaustive list) of the computer readable storage
medium would include the following: an electrical connec-
tion having one or more wires, a portable computer diskette,
a hard disk, a random access memory (RAM), a read-only
memory (ROM), an erasable programmable read-only
memory (EPROM or Flash memory), an optical fiber, a
portable compact disc read-only memory (CD-ROM), an
optical storage device, a magnetic storage device, or any
suitable combination of the foregoing. In the context of this
document, a computer readable storage medium may be any
tangible medium that can contain, or store a program for use
by or in connection with an instruction execution system,
apparatus, or device.

A computer readable signal medium may include a propa-
gated data signal with computer readable program code
embodied therein, for example, in baseband or as part of a
carrier wave. Such a propagated signal may take any of a
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variety of forms, including, but not limited to, electro-
magnetic, optical, or any suitable combination thereof. A
computer readable signal medium may be any computer
readable medium that is not a computer readable storage
medium and that can communicate, propagate, or transport
a program for use by or in connection with an instruction
execution system, apparatus, or device.

Program code embodied on a computer readable medium
may be transmitted using any appropriate medium, includ-
ing but not limited to wireless, wireline, optical fiber cable,
radiofrequency, and the like, or any suitable combination of
the foregoing. Computer program code for carrying out
operations for aspects of the present invention may be
written in any combination of one or more programming
languages, including an object oriented programming lan-
guage and conventional procedural programming languages.
The program code may execute entirely on the user’s
computer, partly on the user’s computer, as a stand-alone
software package, partly on the user’s computer and partly
on a remote computer or entirely on the remote computer or
server. In the latter scenario, the remote computer may be
connected to the user’s computer through any type of
network, including a local area network (LAN) or a wide
area network (WAN), or the connection may be made to an
external computer (for example, through the Internet using
an Internet Service Provider).

Aspects of the present invention have been described
above with reference to flowchart illustrations and/or block
diagrams of methods, apparatus (systems) and computer
program products according to embodiments of the inven-
tion. In this regard, the flowchart and block diagrams in the
Figures illustrate the architecture, functionality, and opera-
tion of possible implementations of systems, methods and
computer program products according to various embodi-
ments of the present invention. For instance, each block in
the flowchart or block diagrams may represent a module,
segment, or portion of code, which comprises one or more
executable instructions for implementing the specified logi-
cal function(s). It should also be noted that, in some alter-
native implementations, the functions noted in the block
may occur out of the order noted in the figures. For example,
two blocks shown in succession may, in fact, be executed
substantially concurrently, or the blocks may sometimes be
executed in the reverse order, depending upon the function-
ality involved. It will also be noted that each block of the
block diagrams and/or flowchart illustration, and combina-
tions of blocks in the block diagrams and/or flowchart
illustration, can be implemented by special purpose hard-
ware-based systems that perform the specified functions or
acts, or combinations of special purpose hardware and
computer instructions.

It also will be understood that each block of the flowchart
illustrations and/or block diagrams, and combinations of
blocks in the flowchart illustrations and/or block diagrams,
can be implemented by computer program instructions.
These computer program instructions may be provided to a
processor of a general purpose computer, special purpose
computer, or other programmable data processing apparatus
to produce a machine, such that the instructions, which
execute via the processor of the computer or other program-
mable data processing apparatus, create means for imple-
menting the functions/acts specified in the flowchart and/or
block diagram block or blocks.

These computer program instructions may also be stored
in a computer readable medium that can direct a computer,
other programmable data processing apparatus, or other
devices to function in a particular manner, such that the
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instructions stored in the computer readable medium pro-
duce an article of manufacture including instructions which
implement the function/act specified in the flowchart and/or
block diagram block or blocks. The computer program
instructions may also be loaded onto a computer, other
programmable data processing apparatus, or other devices to
cause a series of operational steps to be performed on the
computer, other programmable apparatus or other devices to
produce a computer implemented process such that the
instructions which execute on the computer or other pro-
grammable apparatus provide processes for implementing
the functions/acts specified in the flowchart and/or block
diagram block or blocks.

Finally, the terminology used herein is for the purpose of
describing particular embodiments only and is not intended
to be limiting of the invention. As used herein, the singular
forms “a”, “an” and “the” are intended to include the plural
forms as well, unless the context clearly indicates otherwise.
It will be further understood that the terms “comprises”
and/or “comprising,” when used in this specification, specify
the presence of stated features, integers, steps, operations,
elements, and/or components, but do not preclude the pres-
ence or addition of one or more other features, integers,
steps, operations, elements, components, and/or groups
thereof.

The corresponding structures, materials, acts, and equiva-
lents of all means or step plus function elements in the
claims below are intended to include any structure, material,
or act for performing the function in combination with other
claimed elements as specifically claimed. The description of
the present invention has been presented for purposes of
illustration and description, but is not intended to be exhaus-
tive or limited to the invention in the form disclosed. Many
modifications and variations will be apparent to those of
ordinary skill in the art without departing from the scope and
spirit of the invention. The embodiment was chosen and
described in order to best explain the principles of the
invention and the practical application, and to enable others
of ordinary skill in the art to understand the invention for
various embodiments with various modifications as are
suited to the particular use contemplated.

Having thus described the invention of the present appli-
cation in detail and by reference to embodiments thereof, it
will be apparent that modifications and variations are pos-
sible without departing from the scope of the invention
defined in the appended claims as follows:

We claim:
1. A method for heap dump object identification in a heap
dump analysis tool, the method comprising:

instrumenting an object with a uniquely identifiable
marker;

instantiating the instrumented object in a virtual machine
executing in memory by a processor of a host com-
puter;

triggering a heap dump in the virtual machine;

parsing a heap dump file resulting from the triggered heap
dump to locate a reference to the uniquely identifiable
marker, the reference referring to an entry in a table, the
table including a plurality of columns and a plurality of
rows correlating objects to different uniquely identifi-
able markers, each uniquely identifiable marker being
distinct from the different uniquely identifiable markers
in the table;

comparing the reference to entries in the table to identify
the object associated with the uniquely identifiable
marker; and,
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displaying an association between the object and the heap
dump file in a heap dump analysis tool executing in the
memory by the processor of the host computer, the
displayed association correlating the object with one of
a creator or an owner of the object.

2. The method of claim 1, wherein the marker is an array
of pre-determined and unique length.

3. The method of claim 1, wherein the marker is a generic
object field in the object of a unique name.

4. The method of claim 1, wherein triggering the heap
dump in the virtual machine comprises automatically trig-
gering a heap dump in the virtual machine responsive to an
out of memory condition in the virtual machine.

5. The method of claim 1, wherein triggering the heap
dump in the virtual machine comprises manually invoking
the heap dump from a command line directive in the virtual
machine.

6. A heap dump analysis data processing system compris-
ing:

a host computer with at least one processor and memory;

a virtual machine executing in the memory of the host

computer,

heap dump logic included as part of the virtual machine;

and

a heap dump analysis tool executing in the virtual

machine, the heap dump analysis tool comprising pro-
gram code enabled to instrument an object with a
uniquely identifiable marker, to parse a heap dump file
resulting from a triggered heap dump in the virtual
machine in order to locate a reference to the uniquely
identifiable marker, the reference referring to an entry
in a table, the table including a plurality of columns and
a plurality of rows correlating objects to the uniquely
identifiable markers, each uniquely identifiable marker
being distinct from the different uniquely identifiable
markers in the table, to compare the reference to entries
in the table to identify the object associated with the
uniquely identifiable marker, and to display an asso-
ciation between the object and the heap dump file, the
displayed association correlating the object with one of
a creator or an owner of the object.

7. The system of claim 6, wherein the marker is an array
of pre-determined and unique length.

8. The system of claim 6, wherein the marker is a generic
object field in the object of a unique name.
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9. A computer program product comprising a computer
readable storage medium embodying computer readable
program code for heap dump object identification, the com-
puter program product comprising:

computer readable program code for instrumenting an

object with a uniquely identifiable marker;
computer readable program code for instantiating the
instrumented object in a virtual machine executing in
memory by a processor of a host computer;

computer readable program code for triggering a heap
dump in the virtual machine;
computer readable program code for parsing a heap dump
file resulting from the triggered heap dump to locate a
reference to the uniquely identifiable marker, the ref-
erence referring to an entry in a table, the table includ-
ing a plurality of columns and a plurality of rows
correlating objects to different uniquely identifiable
markers, each uniquely identifiable marker being dis-
tinct from the different uniquely identifiable markers in
the table;
computer readable program code for comparing the ref-
erence to entries in the table to identify the object
associated with the uniquely identifiable marker; and,

computer readable program code for displaying an asso-
ciation between the object and the heap dump file in a
heap dump analysis tool executing in the memory by
the processor of the host computer, the displayed
association correlating the object with one of a creator
or an owner of the object.

10. The computer program product of claim 9, wherein
the marker is an array of pre-determined and unique length.

11. The computer program product of claim 9, wherein the
marker is a generic object field in the object of a unique
name.

12. The computer program product of claim 9, wherein
the computer readable program code for triggering the heap
dump in the virtual machine, comprises computer readable
program code for automatically triggering a heap dump in
the virtual machine responsive to an out of memory condi-
tion in the virtual machine.

13. The computer program product of claim 9, wherein
the computer readable program code for triggering the heap
dump in the virtual machine, comprises computer readable
program code for manually invoking the heap dump from a
command line directive in the virtual machine.
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